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MPack software is created solely for test purposes., You are prohibited to use itin conditions violating local or international laws. Authors hold no responsibility for any damage, direct or indirect, caused by
usage of this software




History of MPack

= June 2006 — First version of mpack was being
developed by DCT and Fuzka

= September 2006 — mpack becomes a commercial
product, intended for the Russian market

= July 2007 — mpack compromises over 500,000 victims

= End of 2007 — mpack translated to other languages
(thanks mainly to AVers hype)



MPack Features

= Written in PHP

= Additional exploits can be purchased/written

= Can limit exploit serving to specific countries
= Blocks duplicate/returning visitors

= Can use a DB or flat-file for statistics

= Employs encryption for obfuscation

= Support for a year can be purchased for $700
= Exploits can be hosted remotely



Obfuscation in Action

{script
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CFZ28%29%0D%BA%7Buars20zc%20%30%2 00 e Be Bc AcR3IBE ADL0AVaArE20a%2 023032 Bunescapel28%22%25ul3h
B3 2SuBFeb25u335b2oub6C 925Ul Ab 9% 25us AR 1 25ue FI3%22% 20+ 58D 0A%2 2525ue 2435 25uebFa%2Sue 8 A5
CR2oUFFFFR25uBb7 FE25ud Fhae2oueFefR2oubbe FE25ue 3 af s 2oud o83 25ul2 F3%25udF64325uben7225ue F A3
522520+ 0D A2 25 25ub e FR25ub9 83 % 25ub 1873 25ue1a1%25uB7 B33 25uef11%25uefef325uaa66%25ub9eb? 2
2LuGS 11 25Ul e 12 25ueF1FR25uefeFE25uaanhi2oub9e 72 2% 20+ 20D BAS 2 2% 25ucaB 7R 2ou1 BS FE25uB7 2d%25
cuefefi25uaanti25ub9e3a25uBf8 73 25uBF21325ul7 8 F325uef3b25uefefi25uaabt 6 25ubFF525u2e 873250
A28+ A0 A2 2% 25uB7 ST 25ueF29%25uefefa25uaan6325uafFb325ud7? 6F325u%a2c%25u6615%25uf7aa%25ue
efee%25ublef325u2a66%25ublcb%25uebaak2oueeBo%22%2 B+ 20D OAZ22%25u64b6%25uF7ba%25ub7b9%25uef
Fefa2oul7bra2oufSdo925u? foB%25u7 807 %25uefe Fa25ubGhe FR25uf3aat2suZat 325u2 F6c%25u66bFE25ucFa
+R DA 2 225Ul 88 725 uefe FR25ubfeF25uaata%25u85FbE25ub6ed325ubab AR 2oud? F7225ue F8e%25uefe f
CH2ouZ8cfR25ub3ef325uc191%25u288a%25uebaf 2252 B+ 20D BAR2 2325u8a9 7% 25ue fef325u9a18225u64C £
22oueer B 2ou64bAR 2o uf7bak2ouar a7 25uefeFE25ulSe FE25ub7e8%25uaaeck25udeccbhb®25ube34%25u1 Bbe g2
DROA%22%25ucFf9a%25ubchbFR25uaatd2ouBSF3%25ubteaz25ubab sz 25uB7? F7FE25uefoc25uefef325ue FBSR25
CUGACFE25ue7aas25uedlS2outhb625uf7ba%22%2 0+ 30D R%2 2% 25uf FA7FE25ue Fefa25uBSe FR25u6 1 8225
Uee8SR2oubhboZ25uf7bad2ouefB7225uefef325uaeref225ubdb 325 uBeeci25uBeec25uBeec25ubeacy 2232
A%22%25uB36c25ubSeb225ubbe325uBd35%25ubd1 8% 25uBF18325u68baz25u6483325ue 7923 25ub2 6 4%25ub9
COUB25u64d3%25uf19b%25uec?7325ub9 132232 0+30D% 0032 2%25u9964%25uecc FR25ude1cR25ua626%25us2a
eCcR2oudch9325ue 193 25uF FE1225u1ddS%25%ue 7903 25u2 120325 uece2%25uaf 1d325u1e 8422501 1d 4% 2272 0+ %
2%25u9ab1%25ubS Ba%2Su L6 42 25ubS 642 25uecch25u893 23 25ue 3642 25u68a4%25ufF3b5%25u32ec25ueb 6 4%
225ub12a%25u2db2%25uefe 73 25ulb A7 2252 0+ 30D %0A%2 252501 811%25uba1 83 25ua3bd%25uaBa2325uefa1%2
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MPack Accessories !

DreamDownloader -
Tool for creating exploit downloaders with a custom URL

B DD3 Builder Features:

= Bypasses several firewalls

= Disables some anti-viruses

= Uses anti-debugger techniques

= (Can detect virtual environments

= Support for 3™ party packers:
— - Upack

Wersion info: e -
Build 179 dated 30/05/07 Make Dowinloader... - UPX

| Use packer |

........................................................

USER: Paly icq 164166 - Mew




w flags

|E| admin.php
|.-_‘| ani2.dat

@) aniz.php

|£| anifile.php
|_| changelog.txt
|_| county codes.txt
®| crypt.php

@] crypt2.php
®| crypte.php
|£| crypt_of.php
|£| cryptor.php
@] ff.php

©| file.php

@) flush.php

|£| fout.php

| | GeolP.dat

|£| geoip.inc

|£| index.php

=£| logincheck.php
| maketable.php

@ [e

| mdacd.php
| megapackl.php

ol[ele

|| ms06-044 w2k.php

| notfound.php

@ |

| o7.php

Y

qt.php

Ol0)

_| settings.php

|£| stats.php
|| urlworks.php

admin.php — shows exploit stats and load
file.php — serves an executable (1° stage)
fout.php — servers the 2™ stage exe
flush.php — deletes all stats (requires pass)
index.php — serves the obfuscated javascript
settings.php — db credentials & config mainly
stats.php — exploit statistics (requires pass)
maketable.php — creates necessary tables
cryptor.php — main obfuscation engine

The rest are the exploits and support files



Featured Exploits (v. 0.94)

Internet Explorer
= Microsoft Data Access Component Vulnerability (CVE-2006-0003)
= Apple QuickTime RTSP URI Remote Buffer Overflow (CVE-2007-0015)
= WinZip FileView ActiveX Control Multiple Vulnerabilities (CVE-2006-6884)
= Microsoft WebViewFolderlcon ActiveX Control Buffer Overflow (CVE-2006-3730)
= Microsoft Management Console (CVE-2006-3643)

Firefox

=  Windows Media Player Plug-In with Non-Microsoft Internet Explorer (CVE-2006-0005)

Opera
= Windows Media Player Plug-In with Non-Microsoft Internet Explorer (CVE-2006-0005)



The Attack Process

1. Victim redirected to index.php

2. index.php determines which
exploit to serve by checking the
browser and operating system

3. Exploit is served, triggering a
downloader which installs a trojan

4. |P and UAS is saved for statistics



How they redirect to index.php

1. Hacking web servers

After a web server was compromised,
an iframe tag will be added to the
hosted site pointing to the malicious
server hosting the mpack kit

2. SPAM

Using social engineering
techniques to lure victims to
malicious pages

3. Fake domains

Domains with similar names
to known sites or with good
key words

4. Advertising

Buying Google and Yahoo
ads to be shown in web
searches for certain key
words
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http://www.youtube.com/v/TpFxbsPFgjs


http://www.youtube.com/v/TpFxbsPFgjs

Crimeware Current Market Prices

= Sploit25 = XS[S]hkatulka
$1500 Lite, $2500 Pro $110
= LeFiesta Pack = CRUM Cryptor
$1000 Polymorphic
= Unique Sploits Pack $100
$600 = Cripta Zeus(a)
= Neon Exploit System e
$500 = Genom iframer
- YES Exploit System 0

$600



http://www.securityfocus.com/news/11476

http://ddanchev.blogspot.com/2007/06/mpack-kit-attack-on-video.html
http://ddanchev.blogspot.com/2007/09/google-hacking-for-mpacks-zunkers-and.htmi
http://djtechnocrat.blogspot.com/2007/06/mpack-storm-worm-creators-turn-on-each.ht
http://dxp2532.blogspot.com/2008/01/mpack-analysis.html
http://www.finjan.com/Pressrelease.aspx?id=1629&PressLan=1230&lan=3
http://evilfingers.blogspot.com/2009/03/russian-prices-of-crimware.html

Behind the Scenes of Malicious Web Servers — KYE Paper
by Christian Seifert — The New Zealand Honeynet Project - 2007

MPack Uncovered — Panadalabs Report
by Vicente Martinez — Panda Software - 2007
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