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History of MPack

 June 2006 – First version of mpack was being 
developed by DCT and Fuzka

 September 2006 – mpack becomes a commercial 
product, intended for the Russian market

 July 2007 – mpack compromises over 500,000 victims

 End of 2007 – mpack translated to other languages 
(thanks mainly to AVers hype)



  

MPack Features

 Written in PHP
 Additional exploits can be purchased/written
 Can limit exploit serving to specific countries
 Blocks duplicate/returning visitors
 Can use a DB or flat-file for statistics
 Employs encryption for obfuscation
 Support for a year can be purchased for $700
 Exploits can be hosted remotely



  

Obfuscation in Action

Image from: http://1.bp.blogspot.com/_wICHhTiQmrA/RnvfIrMJFYI/AAAAAAAAAoI/650NuYS96Vc/s1600-h/obfuscated_mpack.bmp



  

MPack Accessories !

 Bypasses several firewalls

 Disables some anti-viruses

 Uses anti-debugger techniques

 Can detect virtual environments

 Support for 3rd party packers:
- Upack
- UPX
- Mew

DreamDownloader - 
 Tool for creating exploit downloaders with a custom URL

Features:



  

MPack Files

 admin.php – shows exploit stats and load

 file.php – serves an executable (1st stage)

 fout.php – servers the 2nd stage exe

 flush.php – deletes all stats (requires pass)

 index.php – serves the obfuscated javascript

 settings.php – db credentials & config mainly

 stats.php – exploit statistics (requires pass)

 maketable.php – creates necessary tables

 cryptor.php – main obfuscation engine

 The rest are the exploits and support files



  

Featured Exploits (v. 0.94)

 Microsoft Data Access Component Vulnerability (CVE-2006-0003)

 Apple QuickTime RTSP URI Remote Buffer Overflow (CVE-2007-0015)

 WinZip FileView ActiveX Control Multiple Vulnerabilities (CVE-2006-6884)

 Microsoft WebViewFolderIcon ActiveX Control Buffer Overflow (CVE-2006-3730)

 Microsoft Management Console (CVE-2006-3643)

Internet Explorer

Firefox

 Windows Media Player Plug-In with Non-Microsoft Internet Explorer (CVE-2006-0005)

 Windows Media Player Plug-In with Non-Microsoft Internet Explorer (CVE-2006-0005)

Opera



  

The Attack Process

1. Victim redirected to index.php

2. index.php determines which 
exploit to serve by checking the 
browser and operating system

3. Exploit is served, triggering a 
downloader which installs a trojan

4. IP and UAS is saved for statistics

Image from: http://www.lostwackys.com/images/original-series/15th/hacks.jpg



  

How they redirect to index.php

1. Hacking web servers

After a web server was compromised, 
an iframe tag will be added to the 
hosted site pointing to the malicious 
server hosting the mpack kit

2. SPAM

Using social engineering 
techniques to lure victims to 
malicious pages

3. Fake domains

Domains with similar names 
to known sites or with good 
key words

4. Advertising

Buying Google and Yahoo 
ads to be shown in web 
searches for certain key 
words



  

Video

http://www.youtube.com/v/TpFxbsPFgjs

http://www.youtube.com/v/TpFxbsPFgjs


  

Crimeware Current Market Prices

 Sploit25
$1500 Lite, $2500 Pro

 LeFiesta Pack
$1000

 Unique Sploits Pack
$600

 Neon Exploit System
$500

 YES Exploit System
$600

 XS[S]hkatulka
$110

 CRUM Cryptor 
Polymorphic
$100

 Cripta Zeus(a)
$49

 Genom iframer
$40



  

Sources

 http://www.securityfocus.com/news/11476

 http://ddanchev.blogspot.com/2007/06/mpack-kit-attack-on-video.html

 http://ddanchev.blogspot.com/2007/09/google-hacking-for-mpacks-zunkers-and.html

 http://djtechnocrat.blogspot.com/2007/06/mpack-storm-worm-creators-turn-on-each.html

 http://dxp2532.blogspot.com/2008/01/mpack-analysis.html

 http://www.finjan.com/Pressrelease.aspx?id=1629&PressLan=1230&lan=3

 http://evilfingers.blogspot.com/2009/03/russian-prices-of-crimware.html

 Behind the Scenes of Malicious Web Servers – KYE Paper
by Christian Seifert – The New Zealand Honeynet Project - 2007

 MPack Uncovered – PanadaLabs Report
by Vicente Martínez – Panda Software - 2007
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